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ONGOING IMPLEMENTATION TASKS 7z
Small improvement to change monitoring needed A5.1.1 Policies for information security Ola Pex Jul 30,2021 Dec10,2021 =W 52% -]
Set up procedure for periodic rev ¢ IDs and de David Carlin Oct28,2021  Dec1,2021 - 80

Remove disabled/inactive users A9.2.1 User registration and de David Anderson Nov 16,2021 Dec3.2021 - 35% ®

registration o
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CONTROL MEASURES 7 # CONTROL MEASURES PER STATUS
In tion Security Policy 5.2 Policy on the use of cryptographic o David Carlin 37
Establish information security risk management process Policy Objective 6.1.2 Information security risk assesment Karrianne Knutsen 2
Establish information security risk management process Policy Omf‘fl’v" 6.1.3 Information security risk treatment Emily Jameson Q
Information Security Policy Policy 6.2 Information security objetives and planning to achieve Eric Peterson
them

Document Control Procedures Supporting Document 7.5 Documented information Anne Liu
Establish information security risk manager ocess Policy Objective 8.2 Information security risk assessment Jason Shallows o 6
Internal Audit: Objectives, Procedures & Guidelines 9.2 Internal Audit Joelle Watson 0
Procedures for Corrective Actions 10.1 Nonconformity and corrective action Eirik Runestad
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IT & Cyber Risk
Management

Strengthen your cybersecurity to build resilience, prevent data breaches,

and keep your organization protected against cyber risks and threats.

www.corporater.com
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IT & Cyber Risk
Management

Manage security threats and vulnerabilities with Corporater IT & Cyber Risk Management software.

Aggregate your risk data into a single source of truth, and proactively identify, assess, and mitigate

risk threatening your organization’s information assets, IT, and information security.

IT security threats can wreak havoc on organizations of all types and sizes. Corporater IT & Cyber Risk Management

software is a digital solution that enables organizations to establish a solid clear approach to cybersecurity risk

management and have a clear visibility of IT and cyber risk across the enterprise. Proactively identify risks, conduct

risk assessments, implement controls, take risk-mitigating actions, generate reports, and more.

Empower your IT security teams with the tools they need to proactively identify, analyze, and resolve active and

potential threats. Corporater supports best-practice frameworks and regulations such as ISO, NIST, COSO, COBIT,
GDPR, and others.

Solution Highlights

Create alignment between IT and the business
management team by having a single source

of truth of your risk management data

Configure custom role-based executive
dashboards to provide your CRO, CIO, CISO,
and senior management with a top-level
overview of your IT and cyber risk

management initiatives

Achieve greater operational resilience and
efficiency through automation of your risk
assessment workflows, alerts and

notifications, and risk reporting

www.corporater.com/requestdemo
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CORP$AYER BUSINESS HQ MY RESPONSIBILITIES

Business HQ > Organizational Compliance 1SO 27001

#/x » 1SO 27001 - Information Security Management :

Overview Standard Status Actions & Control Measures Findings Asset Register Documentation Implementation Metrics Control Self-assessment Measu

1SO 27001 - INFORMATION SECURITY MANAGEMENT V] ISMS ROLES

1SO 27001 Overview

Internal Auditor
1SO 27001 (formally known as ISO/IEC 27001:2005) is a specification for an information security management system
(ISMS). An ISMS is a framework of policies and procedures that includes all legal, physical and technical controls
involved in an organization’s information risk management processes.

Risk Manager

Asset Owners (Manageme
According to its documentation, ISO 27001 was developed to “provide a model for establishing, implementing,
. . . ISMS Manager
operating, monitoring, reviewing, maintaining and improving an information security management system.

Lead Implementor

Information Security Management Strategy

ISACA guidelines state that an information security and risk management (ISRM) strategy provides an organization with
a road map for information and information infrastructure protection with goals and objectives that ensure capabilities
provided are aligned to business goals and the organization'’s risk profile.

LOCATIONS IN SCOPE

Traditionally, ISRM has been treated as an IT function and included in an organization's IT strategic planning. As ISRM

has evolved into a more critical element of business support activities, it now requires its own independent strategy to USA & Canada
ensure its ability to appropriately support business goals and to mature and evolve effectively.
Asia Pacific
. Europe

Implementation Scope

) ) Middle East
As a domestic bank with a focus on retail banking, the storage and processing of sensitive customer data is part of our
core business. It is therefore our duty to protect our clients data and our information assets in relation to confidentiality,
integrity and availability. We have to comply with national standards, laws and regulations. The growing security threats
require the establishment and implementation of a strong information security management and governance system.

q P & ¥ manag g v STAKEHOLDERS

This standard applies to the entire ization, our as well as
Board of Directors
Customers
Employees

AUDIT PLAN + Q /7
Management
Media

Audit #12 2021 / 150 27001 / Policies Owe Lie Bjelland - 35% [ ] Nov 1, 2021 Dec 1,2021

2
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Solution Benefits & Functionalities

[

B

Achieve a centralized oversight of

IT and cyber risk management

No more spreadsheets! Integrate all your IT risk data into a single

source of truth for a complete transparency and IT risk oversight.

« Corporater enables organization to combine data from various

Implementation Metrics Control Self-assessment Measure Scores Maturity

1.00
ec 10,2021 WW  52% [ ] :
ec 1, 2021 - 80%
° 0 o
: Actions trol Measures

ec3,2021 = 35%

chieve

sources and display it neatly as data visualizations on custom

dashboards, where users can take action on uncovered insights

Create high-level overview dashboards for your CISO, CRO, and

CIO, or team-specific dashboards, where users can monitor

status of individual risks, drill down on KRIs, manage initiatives,

complete tasks, and generate reports

Q, SEARCH

<  December2021 > E
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Identify, assess, and address
IT and cyber risks

Build and maintain a centralized risk register to have a complete

and current overview of your risks.

+ ldentify, log, prioritize, assess, and address IT and cyber risks
in an integrated manner using industry standard frameworks
such as ISO 27001 and NIST

« Analyze, rank, prioritize, and quantify identified risks based on
their probability of occurrence and quantitative effects (e.g,,

amount of loss)

« Corporater supports quantitative, qualitative, and semi-

quantitative risk assessments.

Build resilience

Build resilience by having a clear and complete overview of IT

and cyber risks that present a threat to your organization.

« Analyze your data insights in business context to make risk-

informed strategic decisions

« Uncover vulnerabilities across processes, technology, and

vendor channels

« Take action on identified risks or set preventive measures to

reduce the likelihood of the risks’ occurrence

+ Assign risk owners and track the status of risk mitigation
initiatives by department, entity, business unit, or across

your entire organization

Corporater IT & Cyber Risk Management |
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Reduce IT risks and threats by Automate your processes,

fostering a risk-intelligent culture workflows, and notifications

Reduce IT risks and mitigate cybersecurity threats by Save time, cost, and resources and improve operational
fostering a risk-intelligent culture. efficiency by automating your workflows, notifications,

. . L and reminders.
« Communicate risk across your organization

.  Digitalize complex risk assessment processes
« Set clear corporate cybersecurity protocols and measures

. - « Automate repetitive manual tasks
- Empower your IT security teams to protect your organization

with Corporater early risk identification functionality + Set up automated alerts and notifications

Ensure and demonstrate
compliance

Ensure and demonstrate compliance by managing your risks,

standards, and regulations using one, central system.

+ Generate comprehensive audit-ready compliance and risk
reports outlining identified risks and their status, cybersecurity

initiatives, roles and responsibilities, and security controls

+ Export your reports in Word, Excel, PPT, or PDF format, and

distribute them to key stakeholders, auditors, and regulators

+ Save time with automated reporting

Corporater IT & Cyber Risk Management software can
be used as a point solution or in combination with other
solutions to form a holistic Information Security

Management System (ISMS).

www.corporater.com/requestdemo Corporater IT & Cyber Risk Management | 4
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Powerful Data Automation

Aggregate data from multiple sources to provide your organization with a single source of truth.
Corporater comes with a powerful Data Integration Engine which allows you to automate data
aggregation and flow into your corporate dashboards.

Corporater powerful built-in ETL transformer enables organizations to combine, process, and format large amounts
of structured and unstructured data from various sources, combine it with user input, and display it neatly on custom
dashboards, where users can monitor status of KPIs, take action on identified insights, and generate comprehensive

reports.

Corporater supports data integration from a wide range of sources, including Excel, CSV, SQL, MDX, Web-Services,

SFTP and more, including support for 3rd party JDBC drivers.

) ( N\ a4
7\
gl @ /E\ CORPORATER — ﬁ:ﬂ
ooo ETL TRANSFORMER 0es
SFTP Wo?gl':guse S =
()f a= il
.C?). ﬂ"r@ @E H Extract Transform Actionable Comprehensive
Dashboards Reports
Analytics Tools ERP SQL
L J
WDX XLS LY J
MDX Excel Csv road ﬁﬁl
A0 ~
@'_Eh " r&f\of})\ @) — Jﬂﬂ AW ﬂf]_ﬁ
== ° 0 A —%D: 9 H Display your data as
Third-Party REST/JSON, LDAP charts, graphs, and tables.
Drivers REST/XML, Combine data Take action on uncovered insights,
SOAP/XML with manual input complete tasks, and generate
from your users. comprehensive reports.
J . . -
. o L] L] o
‘0' Unifying all your data into a single source of truth
%~ and making it easily accessible to those who need it,

when they need it, leads to improved communication,
streamlined operations, and better decision making.

www.corporater.com/requestdemo Corporater IT & Cyber Risk Management | 5
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Solution Key Capabilities

Corporater IT & Cyber Risk Management software comes pre-configured with best practice frameworks,

templates, and functionalities needed for an effective management of cyber risks and threats.

Y

Risk Dashboards

Create custom risk dashboards to
have a complete overview of risks,
their potential impact, options for

risk mitigation, and more.

&

Flexible Configuration

Create a digital twin of your organization.

Corporater features an agile, flexible
configuration environment managed
directly by end users.

“E"

Risk Planning

Keep your organization prepared
for the unexpected with Corporater
risk planning and early risk
identification.

‘

A

Risk Identification

Continuously identify risks in various
ways — from forms, data integrations,
or user input — and record them in a
centralized risk register (risk inventory).

A

Risk Monitoring

Monitor identified, residual, and
secondary risks, take a corrective
action, and measure effectiveness
of your response.

Risk Reports

Generate custom risk reports

and submit them through review
process. Include visual elements
such as graphs and risk heat maps.

o =
=

Risk Assessments

Analyze, evaluate, and respond to your
risks. Corporater supports quantitative,
qualitative, and semi-quantitative risk
assessments.

Risk Register

Build and maintain a centralized risk
register (risk inventory) to have a
complete and current overview of
risks across your organization.

Incident Management

Establish and automate incident
management process to minimize
adverse impact on your organization.
Monitor, report, and resolve incidents.

g\

Alerts & Notifications

Create custom alerts to notify key
stakeholders when a KPI moves above
a specified threshold, when a goal is

reached, or when a new issue arises.

(8]
&)

Access Control

Assign custom user access based on
user role and control user permissions
to manage content visibility and access
to specific dashboards and features.

Single Sign-on (SSO)

Securely authenticate users with single
sign-on (SSO). SSO allows users to log
in with a single set of credentials
across multiple platforms.

www.corporater.com

Learn more about Corporater key capabilities at www.corporater.com/key-capabilities.

Corporater IT & Cyber Risk Management |
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:9" Solution Features

Intuitive user interface
Cyber risk dashboards
ISO 27001 framework support

Visualization of KRIs, KPIs, and

other metrics

Risk assessment perspectives
(CISSGt risk, process risk, external
risk, operational scenarios, legal

risk, compliance risk, a.0.)

Business context-driven

remediation & prioritization

Risk simulation (including Monte

Carlo simulation)
Risk mitigation workflows
Risk treatment

Risk inventory (internal and

external risk)

RegTech connectors for relevant

compliance frameworks

Risk data upload via integration

and manual input

Risk consolidation & aggregation

from external systems

Incident management incl. loss/

near-loss events

Qualitative and quantitative risk
assessments of internal and

external risks

Integration with underlying risk

and information systems

Risk analysis (including scenario
analysis, correlation, and

sensitivity analysis/contribution)
Risk register

Risk context

Risk taxonomies

Risk monitoring

Risk appetite

Risk modeling

Risk evaluation

Risk mitigation workflows
Risk-bearing capability
Risk response

Risk libraries

Risk reporting
Improvement database
Document management
Version control

Audit log

Alerts and notifications
Control activities
Surveys

Customizable branding

Access control [ permissions

SSO

Corporater Quick Facts

Flexible configuration
Rapid implementation

Industry-leading security

Saas, on premise, or private cloud deployment

Ongoing support and innovation

www.corporater.com/requestdemo Corporater IT & Cyber Risk Management | 7
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Why top organizations
choose Corporater

/’\l

\~~-—’

Trusted & Proven Flexible Rapid
Technology Configuration Implementation
Corporater has been delivering Have it your way! Create Get up and running in weeks,

business management a solution that fits your specific not months, with Corporater
solutions since 2000. business requirements. ready-to-go accelerators.

°)

Powerful Data Recognized by Top Industry-leading
Integration Industry Analysts Security

Integrate data from various Corporater is recognized Corporater is VL5 Veracode
sources to have a complete by top industry analysts Verified and offers the highest
overview of your business. including Gartner. level of security for your data.

W
W
\"4

Deployment Unlimited World-class
of Your Choice Scalability Customer Support

Select deployment option Scale as your needs evolve. We are here for you with
that fits your needs - Saas, Run your operations efficiently premium customer support
on premise, or private cloud. as a connected enterprise. and continuous innovation.

www.corporater.com/requestdemo Corporater IT & Cyber Risk Management | 8
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CORPORATER

Corporater is a global software company that enables medium and large
organizations worldwide to manage their business with integrated
solutions for governance, performance, risk, and compliance

built on a single platform.

We use our gains to make social impact.

www.corporater.com
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